Introduction: Currently, abundances of highly relevant health data are locked up in data silos due to decentralized storage and data protection laws. The health data cooperative (HDC) model is established to make this valuable data available for societal purposes. The aim of this study is to analyse the HDC model and its potentials and challenges. Results: An HDC is a health data bank. The HDC model has as core principles a cooperative approach, citizen-centredness, not-for-profit structure, data enquiry procedure, worldwide accessibility, cloud computing data storage, open source, and transparency about governance policy. HDC members have access to the HDC platform, which consists of the "core," the "app store," and the "big data." This, respectively, enables the users to collect, store, manage, and share health information, to analyse personal health data, and to conduct big data analytics. Identified potentials of the HDC model are digitization of healthcare information, citizen empowerment, knowledge benefit, patient empowerment, cloud computing data storage, and reduction in healthcare expenses. Nevertheless, there are also challenges linked with this approach, including privacy and data security, citizens' restraint, disclosure of clinical results, big data, and commercial interest. Limitations and Outlook: The results of this article are not generalizable because multiple studies with a limited number of study participants are included. Therefore, it is recommended to undertake further elaborate research on these topics among larger and various groups of individuals. Additionally, more pilots on the HDC model are required before it can be fully implemented. Moreover, when the HDC model becomes operational, further research on its performances should be undertaken.
Introduction
In today's world, it is potentially possible for individuals to obtain a complete overview of their health status as a result of advances in medical technologies in the last decades. In 2003, the human DNA was fully identified for the first time as a result of the Human Genome Project.
DOI: 10.1159/000489994
In total, the project lasted 13 years and the costs were estimated around USD 2.7 billion dollars [1] . Current models predict that the costs for sequencing the human genome will become less than USD 1,000 within a few years [2] . Additionally, new developments in genome sequencing have made it possible to read the human DNA within 3 h [3] . Due to these improvements, it will be increasingly possible in the near future to apply DNA sequencing in healthcare settings [4] . Furthermore, in 2015, more than 165,000 mobile health (mhealth) apps were available on the market [5] . These apps are able to monitor a variety of health determinants including weight, blood pressure, sleeping patterns, nutrients intake, and physical activity levels. As a consequence of these technological advances, the amount of available personal data will expand considerably [4] . The US Institute of Medicine states that enhancements in molecular biology including genome sequencing in combination with improvements in health informatics systems such as mhealth apps and electronic patient records (EPR) have contributed to the development of a new approach to medicine. This medical paradigm is specifically called P4 medicine, which stands for personalized, preventive, predictive, and participatory medicine [6] . It studies the relation between the human genotype and phenotype [4] . All humans have a unique genetic constitution and lifestyle; therefore, they require a distinct healthcare approach. P4 medicine makes it possible to no longer administer "one-size-fits-all" medicine, but rather apply customized care [7] . It has the potential to enhance healthcare by improving disease prevention, increasing the accuracy of diagnoses, providing safer medication prescriptions, and making treatments more effective [8] . Additionally, it is likely to bring worldwide rising healthcare costs down and promote healthcare innovation [9] . Fundamental to P4 medicine is aggregated health data of individuals to evaluate the interaction between genome, environment, and behaviour. Even though large amounts of data have been produced so far, these are stored in various data silos including mhealth apps on mobile phones, EPRs, and genome sequencing companies and are inaccessible to researchers due to decentralized storage and data protection laws [4, 10] . Health data are not only indispensable for researchers to further develop P4 medicine, this information is as well of interest to a variety of other stakeholders including pharmaceutical companies, research organizations, healthcare providers, insurance companies, and commercial entities [4, 11] .
The health data cooperative (HDC) model is established as an approach to make health data available to society [4] . An HDC is a health data bank. The account holders, also referred to as members, users, or citizens, can collect and store their health-related information, for example, from the EPR, fitness or sleeping apps, heart rate monitors, and glucose meters on their HDC account. They are the rightful data owners and make the decisions regarding information sharing [12] . To date, the HDC model is no longer only a hypothetical concept but is in the phase of becoming operational [13] . MIDATA.coop is an example of an HDC. Currently, they run several projects to validate and improve the MIDATA.coop concept. One of the projects focuses on establishing an ethical and legal framework on how to handle data privacy, ownership, and consent. Another project collects data of patients who have undergone bariatric surgery. The data are stored in the individual MIDATA account of the patient. A mobile app enables the patients to follow their progress [14] . Nevertheless, more pilots are required on the HDC model before it can be fully implemented [13] . Therefore, this article focuses on the introduction of the HDC model in the European Union (EU). It aims to provide an overview of the HDC model and its features. Subsequently, it evaluates the potentials and challenges of the HDC model.
Core Principles of the Health Data Cooperative Model
An HDC is concerned with the collection, storage, maintenance, management, and analysis of health data. To become part of an HDC, an individual has to pay a one-time unit price (membership fee), which entitles the person to be a member and owner at the same time [4] . This ownership involves two different aspects. Firstly, the data are citizen owned and managed; the account holder is the only person empowered to add, adjust, or remove information and to decide when and with whom he or she wants to share personal health information. These third parties can be, among others, relatives, physicians, research institutions, public health services, pharmaceutical organizations, and technological companies [14] . Secondly, an HDC is the equal property of all its members. This cooperative approach ensures that decisions are made collectively. Each member has one vote, which, for example, can be used during elections on a new executive management. As a result of this approach, the HDC model is citizen centred, which entails that the cooperative acts in the interest of its users [4] . Another important feature is that an HDC is a not-for-profit organization [14] .
Certain third parties, such as companies and research organizations, are required to financially compensate the HDC when members accept a data enquiry and agree to share their information [4] . Nevertheless, these earnings will be reinvested into activities such as research projects, education programs, and the HDC platform itself [4, 14] . The scope of the cooperative can differ based on the various stakeholders' needs. For example, it can be regional, national [14] , or disease specific, but it requires at least 500,000 citizens to be viable [15] . Due to the fact that the HDC is accessible online, users have worldwide access to their personal account with their login details. As a result, they can update their information when and where it is convenient. A cloud computing company can provide, maintain, and safeguard a depository in the cloud for the digital data of the HDCs [4] . Moreover, the data undergo encryption procedures, which disguises the information, and only the data owner possesses the key to decrypt it. Another feature of the HDC model is its transparency about governance principles. This entails that members are informed and can engage in decision-making processes. Furthermore, the HDC provides third parties with data storage, visualization, and analytics options to obtain, process, and extract knowledge from relevant data [14] .
The Health Data Cooperative Platform
The core principles of the HDC model are integrated into the HDC platform, which is a transparent interaction platform (Fig. 1 ). This platform is composed of three different components and provides its users with the possibility to perform various functions. The first aspect is named the "core" and is concerned with the acquisition, storage, and management of data. HDC users can store their health data, for instance from an EPR and mhealth apps, to the core of their personal online HDC account. The user has the opportunity to store data in various formats, to organize the data into different groups such as wellness, fitness, nutrition, and EPR, and to share the personal information with relatives, the general practitioner, research institutions, companies, or others. The second part is the "app store," which provides the user with applications to integrate, record, and interpret the personal health data, for example, visualizing a pattern over time. The third component is called the "big data" analytics system and can be used to analyse large quantities of various types of data stored in the "core" and "app store." For this process, personal identification information is eliminated from the data, which makes it improbable to trace the health data back to the individual. Subsequently, analytic techniques are applied to evaluate and interpret the data. This results, for instance, in new knowledge on the causes, progression, and treatment of diseases [4] .
Potentials of the Health Data Cooperative Model

Digitization of Healthcare Information
The HDC platform contributes to the digitization of healthcare information. EPRs replace paper medical dossiers and can be stored on a personal HDC account. One of the benefits of digitizing health information is that it reduces the risk of medical mistakes caused by poor handwriting. Research shows that computerizing health records can decrease medication mistakes by 55%. If, in addition, the clinical decision support function of the EPR is used, which advises the doctor on patient care, the risk of medication mistakes potentially reduces by 83%. Moreover, computerizing medical dossiers is also more efficient because records are easy to access and information exchange goes effortlessly [16] . Another benefit of the platform is that it is not limited to a single data format but allows all types of data from a variety of sources to be included. This is essential because to date, no uniform data format has been established in the EU and member states have different healthcare standards [4] .
Citizen Empowerment
The HDC model has a citizen-centred approach that aims to create citizen empowerment as a result of control and ownership over personal health data [4] . Members could provide their health information for research, surveillance activities, needs assessments, planning, evaluation, and other study purposes [4, 17] . Whiddett et al. [18] identify that the willingness to share personal health information increases when individuals have control over their own data and the information is anonymous. Weitzman et al. [19] suggest similar conditions for patients' data participation in research. Anonymity, control over sharing what information and with whom, and provision of an audit trail of health information accessibility and sharing are prerequisites for individuals to share their medical information. People highly value data anonymity because it might reduce the risk of employment and insurance discrimination. A subsequent study by Weitzman et al. [17] identifies that individuals also value unlimited access to their personal data. As a result of citizen empowerment, it is likely that people become actively involved in healthcare. They might engage in decision-making processes concerning prevention, diagnosis, and treatment of diseases, start utilizing health informatics systems such as EPRs and mhealth apps, or share personal information about their risk of genetic susceptibility with relatives. Moreover, individuals could approve the use of their health information for research, contribute to the development of patient registries, or discuss patient values with scientists [20] .
Knowledge Benefit
HDCs are valuable to epidemiological research because the process of data collection for certain study purposes becomes more efficient, individuals eligible for a study can be notified effortlessly, the number of study participants can be expanded, and additional information of research projects can be shared via links to websites on the HDC platform. As a result, the costs associated with epidemiological studies could be reduced [21] . Moreover, HDC members can maintain their account by regularly updating it with their newest health information [4] . This is especially the case if citizens connect the mhealth apps to their account, which continuously generate data [22] . Over time, this results in an increased amount of data, which potentially strengthens the external validity of research outcomes. For third parties, these features make it considerably convenient to conduct clinical trials or longitudinal studies [21] .
Furthermore, the development of P4 medicine is interlinked with the establishment of HDCs because HDCs improve the availability of big data and offer a data analytic environment. P4 medicine could lead to cost-effective healthcare due to the fact that it stratifies diseases and patients into clinically relevant groups, provides customized care, and focuses on treating the cause of an illness rather than the symptoms. P4 medicine might also make citizens aware of the impact of lifestyle on their health. Consequently, they might undertake action to enhance their health status. Additionally, application of tailormade therapy and advice can prevent the development of chronic diseases or improve the quality of life of patients with a chronic disease. Moreover, aggregated data make it possible for P4 medicine to develop new multilevel biological networks. These might help to understand currently unknown causes of diseases and to identify which biological systems are disturbed in bodies during illness [6, 23] . As a result, prevention and predictive disease models might be established. Prevention is an important aspect of public health; therefore, national public health institutions might use information from these models to improve existing or develop new campaigns [24] .
Moreover, the HDC model provides a procedure which makes it possible for research to disclose study outcomes. The HDC model requires third parties to follow a data enquiry procedure when they would like to obtain health information from members. If these individuals give their consent, the third party is allowed to use the requested data for the specific study purpose. After the research is conducted and the study results are obtained, this information can be send back to the participants. These individuals, the data owners, can then decide if they allow the outcomes of the study to be disclosed [4] . There are several advantages associated with revealing the study results to the participant in the trial. Firstly, it might provide the participant with a confirmation that they do or do not have a certain disease. Secondly, it can help with disease management including prevention, diagnosis, and treatment of illnesses. Thirdly, it might also guide individuals in making medical, reproductive, or lifestylerelated decisions. Another reason for sharing the study results with the participant is that it is simply their right to obtain this information because they have contributed decisive information to the study [25] . Additionally, there is a population benefit associated with the data enquiry regulation of the HDC model. This procedure enables third parties to make individual results public if study participants give their consent for disclosure. Currently, there is no such regulation; as a consequence, informative and relevant study results cannot be revealed because of the limited given consent [4] . In addition, consent management such as dynamic consent could be a suitable approach for the HDC model. This concept allows HDC members to automatically control third parties' access to their health information. Members have to indicate access permissions on their HDC account. When a third party sends an information enquiry, this is compared with the settings on the account of the individual. Consequently, based on the preferences defined by the data owner, access to the data is automatically granted or denied. In case no access permission for an enquiry is defined, it is compared to the default settings. When it is still not possible to determine the access status from the default preferences, the data owner is provided with a consent user interface, which requires the individual to select one of the consent options [26] . The advantage of this method is that it generates flexible and re-usable access rights [27] .
Finally, the big data analytic options of the HDC platform provide several advantages to healthcare organizations. Firstly, illnesses are likely to be discovered at an earlier onset. Consequently, treatment might be more effective and the disease better treatable. Secondly, fraud in a healthcare institution could be traced sooner and efficiently. Thirdly, it enables researchers to analyse historical data including the length of stay, patients opting for elective surgery, patients vulnerable to medical complications, patients susceptible to methicillin-resistant Staph ylococcus aureus, sepsis, or other hospital-acquired diseases, potential causal factors of illness progression, complication rates, and comorbidities. This supportive information provides healthcare professionals with useful knowledge and insights, which could contribute to decision-making processes regarding the healthcare organization [28, 29] .
Patient Empowerment
The HDC model aims to create patient empowerment [4] . This patient care approach was first proposed in the field of diabetes in the 1990s. It entails that patients are responsible for their own health and well-being and become proactive participants in the care process. This is in contrast with the more traditional medicine approach in which doctors have the control and make the final decisions [30] . In subsequent years, this philosophy has expanded among patients due to the familiarity and affordability of computers and Internet in daily life. This revolution has given patients access to a tremendous amount of medical information, via which they become educated and familiar with medical terminology [31] . These patients are called proto-professionals because they internalize the medical knowledge and use it to take part in disease management and decision-making processes regarding their own health and that of their relatives [32] . In 2005, Andreassen et al. [33] reported that 44% of the study participants from seven member states of the EU accessed the Internet to obtain health information. E-patient is the specific term usually used to describe the younger generation, which has been raised with the Internet. Not only do they, via the Internet, have access to basic health and medical information, but also to the latest developments and various treatment modalities. Patient empowerment has several benefits, including patients asking more relevant, DOI: 10.1159/000489994 accurate, and well-informed questions due to the knowledge they have obtained, they are more likely to adhere to prescribed treatment plans, their information can add to making a collaborate physician-patient decision, and the prior knowledge of the patient reduces the time necessary to explain medical information [31] .
Cloud Computing Data Storage
The cloud computing structure of the HDC creates several advantages for healthcare organizations. Due to the increasing amount of available data, data management has become an essential aspect of modern healthcare. A first beneficial aspect of cloud computing data storage is that it enables healthcare professionals and citizens/patients to access their data at any time and place. This enables clinicians to be more flexible in their work as they are not confined to their office to access patients' health records. Healthcare professionals can also exchange information about a patient with their colleagues at other locations to inform or negotiate about possible medical options. In addition, cloud storage allows an unlimited number of users to access the HDC platform simultaneously and it provides a high-speed storage and retrieval procedure. A second advantage of cloud computing is that it has the potential to upgrade telemedicine. It creates the opportunity to connect patients and physicians live while being in other places. Therefore, it is no longer necessary to have a consultation in the hospital for certain medical conditions, treatment, therapy, or advice. This might decrease hospital visits for patients and home visits for doctors, resulting in reduced travel expenses and time. A third promising feature is that cloud computing tools can be used for community education. The integration of chat options, forums, blogs, and databases with articles can inform the HDC users or bring patients into contact, enabling them to share their experience and knowledge on a certain disease and treatment options. This aspect might contribute to patient empowerment as they gain more knowledge and consequently are able to become actively involved in disease management and the medical decision-making process [34] . Finally, the cloud computing structure of the HDC does not allow transferring data from the HDC platform to the digital environment of a third party. Instead, the HDC provides third parties with an internal data analytic environment, the "big data," which entails that the data is kept centralized within one place [4] .
Reduction in Healthcare Expenses
Healthcare costs are considered an important point on the agenda of the EU. Since the 1960s, these expenses have been rising steadily. In 2006, the average public and private healthcare spending was 9% as a share of GDP [35] . In 2009, a maximum of 10.5% was reached; however, in the following years, its share gradually decreased. As a result, in 2012, an average of 10.2% was reported [36] . Nevertheless, the Organization for Economic Co-operation and Development (OECD) predicts that by the year 2050 the average healthcare spending will be 13% as a share of GDP in OECD countries and yet, when a strict cost-containment is maintained, the average will be around 10%. These expenses are a great burden for the public budgets of countries [37] . The ageing European population is often considered to be one of the main causes of the rising healthcare expenditures; however, the World Health Organization (WHO) argues that this aspect only has a small contribution; less than 10%. The major reason for the increase in healthcare expenses is technological advances, contributing between 50 and 75% to the growth in costs [38] . One of the proposed solutions to reduce healthcare expenditures in the EU is to digitize the current healthcare sector. In Australia, it is estimated that this adaptation is likely to reduce the spending on healthcare by AUD 7.6 billion a year. This saving is the result of digitalization of the summary care record, decision support, patient self-management, the EPR, quality and performance management, and medication management. Digitizing the health sector does not only result in more efficient procedures in the healthcare sector but might also drastically decrease visits and admissions to the hospital and the number of required Xrays and lab tests [39] . Furthermore, the McKinsey Global Institute estimates that utilization of big data in US healthcare can save USD 300 billion annually and create 0.7% productivity growth per year. In addition, Europe's public sector administration could reduce expenditures with EUR 250 billion annually and obtain 0.5% productivity growth per year [40] . Due to the fact that HDCs are considerably involved in the digitalization of the healthcare sector, their establishment can potentially contribute to the reduction of the healthcare expenditures of EU member states.
Challenges of the Health Data Cooperative Model
Resistant Healthcare Professionals
The implementation of the HDC model will cause fundamental changes in healthcare, which can be expected to lead to resistance from healthcare professionals. A first significant shift might be the consequence of patient em- powerment. Medical practitioners have been reluctant and opposed to this change. The main reasons for this are that they assume much health information on the Internet is inaccurate, they are concerned that patient contact will reduce, and they fear that informed patients become stubborn and problematic [31] . The second alteration is likely to result from the concept of big data analytics. Currently, most physicians have not been educated to analyse and interpret aggregated health information of their patients. Consequently, they are unable to provide personalized treatment, therapy, or advice. An increasing number of patients are interested in healthcare professionals who are familiar with these new technologies and are able to integrate them in their daily work. Therefore, a new type of healthcare specialist is suggested, called healthcare and wellness coach. This professional will be a guide in the field of data interpretation and can give advice and support in making healthy lifestyle decisions based on patients' personal data [41] . This development could result in a decreased need for traditional physicians and nurses and cause a shift to health experts experienced with big data analytics or require clinicians to be retrained.
Privacy and Data Security
Data security and privacy are important aspects of the HDC model [14] . Nevertheless, it is argued that it is not possible to guarantee absolute data security and privacy of highly personal health data [4] . The data is marked with a distinctive identifier to be able to inform citizens correctly about their diagnosis or treatment after the analysis of their anonymous personal information [42] . A possible re-identification technique, which makes use of these tags, is referred to as data linkage. It links various datasets with each other and subsequently matches a person's identity to the personal health data [43] . However, even when no identifiers are used in a dataset, it is possible to relate personal genetic data to the right individual with the surname inference strategy. This method makes use of the tradition that it is common in many countries to pass on the surname to the offspring. Genetic genealogy databases are registers of surnames and associated haplotypes. These databases are accessible via the Internet and enable users to find potential surnames with related information such as geographical locations, spelling variants, and pedigrees of persons genetically associated with the specific haplotypes. When besides the personal genetic data, additional information such as age or demographic data is available in a dataset, this makes it even more convenient to trace back the identity. Already when only a limited amount of genetic data becomes publicly available, this method poses a risk to the privacy of the individual, the family members, and even unacquainted persons [44] . The re-identification of personal information might cause disadvantages including social stigmatization and insurance or employment discrimination. In addition, it can possibly also have an adverse effect on research, when re-identification threatens the trust and willingness of citizens to participate. As a result, fewer individuals might volunteer to take part in studies [43] .
Moreover, challenges also arise from storing sensitive personal medical data in a cloud computing environment. A characteristic of the HDC cloud computing storage is that the data is centralized, which means that the information is kept in one place. In this cloud, the privacy and security of data can never be fully assured. In addition, there are also several other unpredictable factors which might pose a threat to the confidentiality of the data stored in the cloud. These are, among others, unauthorized access by hackers, unsuccessful data separation, insufficient data encryption key management, public management interface issues, and privilege abuse [45] .
Citizen's Restraint
There are several issues which might lead to restraint of citizens to participate in HDCs. Firstly, citizens' knowledge about the options of sharing their EPR is not up to date. Weitzman et al. [17] find that less than one-fourth (22.6%) of the study participants were aware that they could share parts of their EPR rather than their entire medical data file. Secondly, citizens are not always willing to provide their personal medical information to third parties. Individuals are most resistant to sharing information about mental illness, genetic disorder, tobacco, alcohol and other substances consumption, and sexually transmitted diseases. Research proposes that the resilience towards the sharing of personal health information is due to a lack of trust in a public agency's data management, distrust in appropriate data utilization, concern about unauthorized data revelation, insufficient transparency, and fear of anonymity breach. Citizens are afraid that the insensitive handling of their data might increase the risk of stigmatization or discrimination [17] . Resistance towards the sharing of health information poses a threat towards the HDC model, since the principle of data exchange is fundamental to the concept. To overcome this problem, the blockchain infrastructure could be introduced to the HDC model. This is a digital data network which enables secure and convenient data sharing. If a data owner shares personal data, this information gets en-DOI: 10.1159/000489994 crypted with a private key and is sent to the public address of the receiver. The data can only be accessed with the corresponding private key of the receiver [46] . Moreover, this system is transparent about transactions [47] and provides records about data provenance [46] .
Thirdly, there has been a trial with a health record bank in the USA requiring citizen to pay a one-time membership fee. This trial failed and has resulted in several lessons learned from this experience. One of the main suggestions is that it should be free to obtain an HDC account since this will be the only way to balance personal benefit and the common good within an HDC. This increases the chance that enough interested participants will be willing to become members and subsequently to establish a viable cooperative. A survey conducted in the USA shows that only 20% of the participants would purchase an account of the health record bank if their physician recommended it [48] . In addition, the HDC model does not pay the revenues of data enquiries to the study participants but reinvests this into the cooperative [4] . This might lead to disinterest from the members, as there are no incentives to maintain and update their personal health information and to contribute their data to research purposes. Therefore, another recommendation is to pay a proportion of the generated revenues to the data contributors. In this situation, active members will have an interest-bearing account and receive a small amount of money on a yearly base, similar to the saving accounts of financial banks [48] . Fourthly, the WHO reports that chronic diseases are the leading cause of disability and death globally [49] and the risk of getting a chronic illness accumulates with age [50] . Additionally, the Centers for Disease Control and Prevention (CDC) reveal that in the USA alone, since 2012, 50% of the adult population (117 million) suffer at least from one chronic disease and strikingly, 25% of all adults are diagnosed with two or more chronic illnesses [51] . People with chronic conditions might especially benefit from the HDC structure, as it supports self-management of their diseases. The HDC platform enables them to have their entire medical history in one place, to monitor their health over time, and share health information with relatives, the general practitioner, or other third parties [4] . Pagliari et al. [52] report that patients in need of episodic care or suffering from long-term conditions are most likely to utilize and benefit from health informatics tools as it provides them with up-to-date information and communication options and enables them to monitor their disease(s). Archer et al. [53] show similar findings. They identify that in particular elderly, chronically ill, or people with a disability are likely to make use of such systems. Nevertheless, these people encounter several barriers including poor contrast, unsuitable font size, difficulty navigating through the system, crowded or cluttered screens, problems with vision, fear of technology, health illiteracy, insufficient computer and Internet skills, and physical and cognitive constraints. Finally, the HDC model might contribute to health disparities as a result of digital divide [52] .
Disclosure of Clinical Results
The HDC model makes it possible to disclose individual clinical results to study participants. Nevertheless, this possibility has been criticized. The main argument is that clinical study outcomes cannot always be guaranteed to be accurate [25] . Even though diagnostic testing methods provide essential information for clinical decision making, they have a risk of generating incorrect or unreliable test results [54] . When an individual receives a false positive test result, this has major implications for this person and relatives. It might lead to worry and concern or cause an individual to make unnecessary medical or financial decisions such as opting for a treatment. The opposite could also occur; an individual receives a false negative test result. This person is mistakenly informed to be healthy and consequently does most likely not obtain treatment. It might only be discovered that the diagnosis was incorrect when it is too late. A second reason not to reveal clinical results is that study participants might not know how to interpret clinically insignificant results. As a consequence, this could produce needless feelings of stress and anxiety or they might undertake baseless action. For example, this is the case when a test shows that particular genes increase the susceptibility to acquire Alzheimer's disease. As a result, the study participants could be informed about their vulnerability. However, currently, there is no treatment or prevention available for Alzheimer's disease and therefore, it might cause a feeling of impotency to these individuals and their family. The same scenario might occur when metal exposure levels are measured in individuals. Research shows an association between the exposure to metals and cancer in animals. Nonetheless, this risk has so far not been extensively studied among humans and it is unknown which levels of exposure might potentially be harmful and what the source of exposure is. If scientists communicate the personal exposure levels to the study participants, this might create uncertainty because no inferences have been made about safe or maximum exposure levels. Due to these arguments it is suggested that the research out- comes should only be provided to study participants when they are produced by validated tests and are clinically significant. Furthermore, another point raised against disclosure is that it might create additional costs to the research institution. These extra expenses are primarily due to counselling and advice, which should be provided together with the revelation of the study outcomes to help the participants comprehend the clinical results. To not exceed the budget, there should be a cut on other aspects of the research, which might, for example, result in less study participants being included. The final counterargument entails that disclosing the research outcomes to the individuals might bring about a therapeutic misconception among study participants. This misunderstanding means that the individuals involved in the study think that the primary aim of the research is to provide them with personal clinical information and care for disease prevention and health promotion, while in fact, the study is undertaken to enhance the knowledge on a certain research topic. As a consequence of this phenomenon, study participants are not fully aware of the risks associated with certain clinical trials and at the same time overestimate the advantages. This misconception might compromise the signed informed consent because these study participants believe they have agreed to a different study purpose than is really the case [25] .
Big Data
The "Big data" analytics system of the HDC platform can be used to analyse large quantities of health data. Even though big data has the potential to provide current healthcare systems with new insights and knowledge to enhance services and reduce expenses, it should be interpreted carefully [44] . The Google Flue Trend (GFT) is a recent case in which big data did not result in accurate predictions of the future. It was initially developed in 2008 as a combined winter and flue detector, but the model got updated in 2009 to predict influenza trends. In 2013, it was identified that the GFT had persistently overestimated the doctor visits for influenza-like illness for already some time and that for the same year, the model strikingly predicted more than twice the forecast of the CDC. Several factors contributing to this discrepancy were identified and they are not restricted to the GFT. Firstly, "big data hubris" is a term used to describe the incorrect supposition that big data are a replacement for conventional data collection and analysis and are not regarded as complementary. Even though big data have major potentials for science, it is regularly composed of data not produced by validated and reliable measurement tools [55] . Secondly, algorithm dynamics, which are the changes made to enhance the model, may also cause errors in the predictions. This occurs when the adjustments are based on incorrect or inaccurate data or when there is a difference in pace at which the algorithm and the collected data are altering [44, 55] . Moreover, Andreu-Perez et al. [44] suggest some additional elements contributing to the imprecision of big data interpretation. The model could be developed from a training set with a substantial number of outliers included. These values do not contribute to an accurate prediction of future trends and consequently, the model is imprecise. Another possibility is that the number of parameters overfits the data. This means that the model captures the data too well because it does not only predict the underlying trend but also the outliers. Therefore, the model does not differentiate between a truly underlying pattern and noisy data and is not able to correctly classify any new instances. As a result, it cannot be used to make inferences about the future.
Commercial Interest
The HDC accounts of individuals are commercially valuable because of the personal health information they contain [56] . Presser et al. [57] report that currently, the legislation in the United Kingdom (UK) is not sufficient to inhibit commercial enterprises making profit from personal health data. Moreover, Blenner et al. [58] show that in the case of diabetes apps, 86.2% of the apps (56 out of a random subset of 65) feature cookies, which enable these apps to routinely collect data. This information is regularly shared with third parties, such as advertisers. However, a survey in the UK identifies that only 16% of the respondents are aware of how commercial companies utilize personal health data. In addition, merely 37% of the study participants approve the use of anonymized health information by these organizations for marketing purposes [59] .
Limitations and Outlook
This article includes several studies with a limited number of study participants. Even though these studies provide some insight into the potentials and challenges of the HDC model, no general inferences can be drawn from this information. It is recommended to undertake further elaborate research among larger and various groups of people to obtain a more accurate and all-encompassing understanding of how these concepts are perceived in the population. Furthermore, currently, the HDC model is in DOI: 10.1159/000489994 the phase of becoming operational [13] . More pilots are required on the HDC model before it can be fully implemented. This article presents preliminary findings on the topic showing that the HDC model could be implemented in society in the EU and beyond. Any experiences or pilots with HDCs can provide further essential information for prospective research and successful implementation.
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